
Automated vulnerability hunting

Where are we now ?



whoami
● Salim LARGO | @2ourc3
● Security Engineer @ Nexova - RF Pentest team
● Focusing on vulnerability research and DAST/SAST techniques
● Github https://github.com/20urc3 | https://bushido-sec.com/

https://github.com/20urc3
https://bushido-sec.com/




Cleverness + Laziness
(and a bit of nerdiness)



Manual work

Analysis Tweak Refine

Profit!



Tooling LLM Distribution



https://www.youtube.com/watch?v=k9gt7MNXPDY 

https://www.youtube.com/watch?v=k9gt7MNXPDY


https://google.github.io/oss-fuzz/research/llms/target_generation/



https://blog.vidocsecurity.com/blog/2022-summary-how-we-made-120k-bug-bounty-in-a-year/ 

https://blog.vidocsecurity.com/blog/2022-summary-how-we-made-120k-bug-bounty-in-a-year/


https://labs.detectify.com/ethical-hacking/hakluke-creating-the-perfect-bug-bounty-automation/ 

https://labs.detectify.com/ethical-hacking/hakluke-creating-the-perfect-bug-bounty-automation/


ZDI-CAN-24307 7-Zip CVSS: 6.5 2024-06-26 2ourc3

Monitoring bug 
bounty websites

Automated reverse 
engineering

SAST/DAST Profit

http://nvd.nist.gov/cvss.cfm?calculator&version=3.0&vector=AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H


Lesson learned
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