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Security Engineer @ Nexova - RF Pentest team

Focusing on vulnerability research and DAST/SAST techniques
Github https://github.com/20urc3 | https://bushido-sec.com/
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LLMS AT THE FOREFRONT:
PIONEERING THE FUTURE OF

I FUZZ TESTING IN A RAPIDLY
CHANGING WORLD “
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- ChatGPT, write me fuzz tests for this
source code
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DEF CON 31 - LLMs at the Forefront Pioneering the Future of Fuzz Testing - X

https://www.youtube.com/watch?v=k9at7MNXPDY



https://www.youtube.com/watch?v=k9gt7MNXPDY

Experiment framework

To discover whether an LLM could successfully write new fuzz targets, we built an evaluation framework that connects OSS-Fuzz to Google's LLMs,

conducts the experiment, and evaluates the results. The steps look like this:

Code to Target

Build and
Evaluate

Fuzz Target

OSS-Fuzz &
Fuzz Raw Compilation Evaluation Extracted
Introspector Framework Compilation Errors

Build and
Evaluate

https://google.github.io/oss-fuzz/research/lims/target_generation/






https://blog.vidocsecurity.com/blog/2022-summary-how-we-made-120k-bug-bounty-in-a-year/
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https://labs.detectify.com/ethical-hacking/hakluke-creating-the-perfect-bug-bounty-automation/
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